Cyber Securty Map

.| STANDARDS AND CERTIFICATES

B COMMON ABBREVIATIONS AND TOOLS

2FA

Two-factor
authentication

CEH

Certified Ethical
Hacker

DAM

Database
Activity
Monitoring

EDR

Endpoi
Detecti
Respo

IRP/SOAR

Incident

Response
Platform/SOAR

MITRE
ATT&CK

Adversarial
Tactics,
Techniques and
Common
Knowledge

OSINT

Open source
intelligence

SCM

Software
Configuration
Management

SSCP

Systems

Security Certified

Practitioner

AES

Advanced
Encryption
Standard

Cl/CD

Continuous
Integration and
continuous
delivery

DAST

Dynamic
Application
Security Testing

EPP

Endpoint
Protection
Platform

fo] @

Indicators of
Compromise

MSSP

Managed
Security Service
Provider

PAM

Privileged
Access
Management

SD-WAN

Software

Defined Wide
Area Network

SWG

Secure Mall
Gateway

VPN

Virtual Private
Network

AV

Antivirus

CIS

Center for
Internet Security

DCAP

Data-Centric
Audit and
Protection

FWM

Firewall
Management

loT

Internet of
Things

NAC

Network Access
Control

PCIDSS

Payment Card
Industry Data
Security
Standard

SGRC

Security
Governance,
Risk
Management
and Compliance

Tl

Threat
Intelligence

VM

Vulnerability
Management

Bothet

Network of
Infected
computersto
send spam,
zombie network

CISA

Certified
Information
Systems Auditor

DDoS

Distributed
Denial of Service

GDPR

General Data
Protection
Regulation

MDM

Mobile Device
Management

NIST

National Institute
of Standards
and Technology

RA

Registration
Authority

SIEM

Security
Information and
Event
Management

TIP

Threat
Intelligence
Platform

WAF

Web Application
Firewall

CA

Certificate
Authority

CISM

Certified
Information
Security
Manager

DES

Data Encryption
Standard

GIAC

Global
Information
Assurance
Certification

MDR

Managed
Detection and
Response

NOC

Network
Operations
Center

RAT

Remote Access
Trojan

SSE

Security Service
Edge

UAM

User Activity
Monitoring

WIPS

Wireless
Intrusion
Detection
System

CASB

Cloud Access
Security Broker

CISSP

Certified
Information
Systems
Security
Professional

DLP

Data Loss
Prevention

IAM/IDM

Identity and
Access
Management

MFA

Multi-factor
authentication

NGFW

Next-Generation

Firewall

SAST

Static
Application
Security Testing

SOC

Security
Operations
Center

UEM

Unified Endpoint
Management

XDR

Extended
Detection and
Response

CASP

CompTIA
Advanced
Security
Practitioner

CS

Container
Security

DNS

Domain Name
System

ICS

Industrial Cyber
Security

Machine
Learning

NTA

Network Traffic
Analysis

SASE

Secure Access
Service Edge

SMG

Secure Mall
Gateway

UCF
Unified
Compliance
Framework

ZTNA

Zero Trust
Network Access

CLOUD

Networks

CDN

Content
Distribution
Network

CVE

Common
Vulnerabilities
and Exposures

DR

Disaster
Recovery

IDS/IPS

Intrusion
Detection and
Prevention
Systems

MiTM
Manin The
Middle

OSCP

Offensive
Security Certified
Professional

Sandbox

Isolated testing
environment

SSO
Single Sign On

UEBA

User and Entity
Behavior
Analytics




